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PAYMENT CARD SECURITY PROCEDURES

Longwood University accepts credit cards as payment for various goods and services to improve customer service and bring efficiencies to the cash collection process.   The Payment Card Industry Data Security Standard (PCI DSS) is a mandated set of security requirements that apply to all transactions surrounding payment card acceptance and the merchants/organizations that accept cards as a form of payment.  Any Longwood University department engaged in payment card processing (even through a third-party vendor) must do so in accordance with PCI DSS and University policy/procedures.  Details about PCI DSS requirements can be found at the PCI Security Standards Council web site:    https://www.pcisecuritystandards.org/
These procedures apply to all faculty, staff, students, organizations, third-party vendors, systems and networks associated with payment card handling on behalf of Longwood University.  This includes transmission, storage and/or processing of payment card data in any form.  Failure to comply with PCI DSS requirements and University policy/procedures will result in termination of credit card acceptance privileges.
Any agreements made with third parties relative to credit card transaction processing must be approved by the Vice President for Administration and Finance.  Departments are prohibited from negotiating their own contracts with third parties.
Departmental Responsibilities

University departments may accept credit cards as a form of payment for goods and services provided they (1) receive advance written approval from the Bursar in accordance with Funds Handling and Deposit Policy #4305, and (2) adhere to the objectives set forth in Payment Card Security Policy #1015 and these procedures.  

All credit card swipe devices must be purchased through or approved by the Bursar.  Additionally, updating and disposal of outdated devices will be managed by Cashiering and Student Accounts.

Departments are responsible for the payment of discount fees charged on all credit card transactions.  The amount of the fee is determined by the accepting bank, the type of credit card, the number of transactions and the method in which the card is processed.
Departments accepting credit cards must designate a Merchant Fiscal Contact who will have primary responsibility for payment card transactions.  Merchant Fiscal Contacts are responsible for ensuring all individuals that process, store or are otherwise involved in handling cardholder data are aware of the importance of cardholder data security.  Specific responsibilities include:

(1) documenting departmental procedures to be made available for periodic review, 

(2) ensuring that payment card activities are in compliance with established procedures,

(3) annual validation of PCI compliance with their acquirer, and 

(4) ensuring that appropriate individuals complete annual credit card security awareness training.

The University will ensure that the following objectives are met:
· Merchants will adhere to all applicable requirements of Payment Card Industry Data Security Standards (PCI DSS) and University policies and procedures.
· Cardholder data will not be processed or transmitted using the University’s network unless the University Information Technology Security Officer has verified technical controls, including firewalls and encryption, in accordance with PCI DSS.
· Cardholder data will not be stored in a non-electronic form unless required to conduct departmental business, and only long enough to complete the payment transaction.

· Cardholder data will never be stored in any electronic form except by an approved PCI Compliant third party vendor.
· Sensitive authentication data will never be stored under any circumstances.
· Payment card information will never be requested, sent or accepted via email.

· Point-of-sale devices will be inspected daily (prior to transaction processing) to ensure they have not been replaced, that no attachments have been installed, and that no tampering has occurred.

· Only computers and other equipment secured to meet PCI DSS requirements can be used to input or transmit cardholder data.
· Computers handling credit card data will possess updated versions of University recommended antivirus and spyware detection software.

· Only employees with a legitimate “need to know” will be permitted access to cardholder data.

· User access will be limited to specified privileges based on job duties.

· Each employee with access to payment card information via computer will have a unique login or password.  Passwords or user IDs will never be shared.

· Passwords used in credit card processing activities will be changed regularly – at least every 90 days.

· Cardholder data will be protected against unauthorized access.  Credit card information will be locked in a secure location.

· Unauthorized persons will not be allowed access to areas where credit card data is stored.

· Physical access to computer workstations and other equipment used in the credit card payment process will be restricted.

· Documentation containing credit card information will be destroyed (via approved destruction method) when no longer needed for business or legal reasons.

· The merchant fiscal contact will maintain up-to-date departmental procedures.

· Any third party handling storage, processing and/or transmission of cardholder data will be confirmed to be PCI DSS compliant.  Written agreements with service providers will include acknowledgement that the provider is responsible for the security of cardholder data.  Service provider PCI DSS compliance status will be monitored annually.
· PCI DSS compliance will be validated annually utilizing a Self-Assessment Questionnaire (SAQ).  An SAQ will be completed at any time the business process for accepting payment cards changes.

· Credit card security awareness training will be completed upon hire and at least annually.  Training is to be provided to all individuals involved in credit card processing activities, and will be documented by the merchant fiscal contact.  
· Any confirmed or suspected breach will be reported immediately to the Longwood HELP DESK at x4357.  The Help Desk will create a ticket and contact Information Security.
Financial Operations Responsibilities  

Financial Operations is responsible for ensuring the annual validation of PCI compliance with the University’s acquiring bank, and the periodic review of departmental procedures and practices in connection with credit and debit card receipt transactions.  Results of reviews will be reported to the Vice President for Administration and Finance.  The Vice President for Administration and Finance may terminate credit and debit card collection privileges for any department not in compliance with stated procedures.  Financial Operations is also responsible for consulting with Information Technology prior to implementing any new payment card transaction process.
Information Technology Responsibilities  

Information Technology is responsible for verifying appropriate technical system security controls in accordance with PCI Data Security Standards.  Information Technology is also responsible for regularly monitoring and testing the Longwood University network, to include firewall configurations and encryption techniques.  The Information Security Office is responsible for establishing and initiating security incident response and escalation procedures and initiating such procedures when necessary to ensure timely and effective handling of all incidents.

Contacts

Bursar  





434.395.2270
Help Desk/Information Security Office

434.395.4357
Campus Police




434.395.2091

Glossary
Approved Destruction Method – Cross-cut shredding, pulping or incinerating.
Cardholder – The customer to whom a credit or debit card has been issued or the individual authorized to use the card.

Cardholder Data – Those elements of payment card information required to be protected.  These elements include the Primary Account Number (PAN), cardholder name, expiration date and service code.
Card Validation Code (CAV2, CVC2, CID or CVV2 Data) – The three- or four-digit value printed on or to the right of the signature panel or on the face of a payment card used to verify card-not-present transactions.
Database – A structured electronic format for organizing and maintaining information that can be easily retrieved.  Simple examples of databases are tables or spreadsheets.
Employee – Includes full-time employees, part-time employees and student workers directly involved in the processing, transmitting or storage of cardholder data or a part of the card data environment.
Encryption – The process of converting information into a form unintelligible to anyone except holders of a specific cryptographic key.  Use of encryption protects information from unauthorized disclosure between the encryption process and the decryption process.

Firewall – Hardware and/or software that protect the resources of one network from users of other networks.  Typically, an enterprise with an intranet that allows its workers access to the wider internet must have a firewall to prevent outsiders from accessing its own private data resources.

Magnetic Stripe Data (Track Data) – Data encoded in the magnetic stripe used for authorization during a card-present transaction.

Network – Two or more computers connected to each other so that they can share resources.

Payment Card Industry Data Security Standard (PCI DSS) – A set of comprehensive requirements for enhancing payment account data security developed to help facilitate the broad adoption of consistent data security measures on a global basis.  PCI requirements apply to all systems that store, process or transmit cardholder data.

PIN/PIN Block – Personal identification number entered by cardholder during a card-present transaction, and/or encrypted PIN block present within the transaction message.

Primary Account Number (PAN) – The 16-digit account number on the front of a credit card.

Self-Assessment Questionnaire – One of several forms used as self-validation tools to assist merchants and service providers in evaluating their compliance with PCI DSS.

Sensitive Authentication Data – Additional elements of payment card information also required to be protected but never stored.  These include magnetic stripe data, CAV2, CVC2, CID or CVV2 data, and PIN/PIN block.
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